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EVERYONE Trust Board Level Risks - September 2019 NHS Trust
Risk | Clinical |Department Risk Initial Existing controls OWNER Last Current Gaps in control and planned actions Target Review Status
No. Group Risk | Review Risk Risk | frequency
Rating _Execut Date Rating Rating
(LxS) ive lead (LxS) (LxS)
1. Corporate  Waiting List The lack of assurance of the 18 week data quality process, has an§ 4x3=12§ 1. SOP in place Liam 30/04/2019 3x3= 9 1. Complete full validation of open referrals and 'C state' 1x3=3 Six-Monthly ﬁLive
}Operatlons Management (S) : impact on patient treatment plans which results in poor patient | | 2. Improvement plan in place for elective access with training belng Kennedy | 30/4/19 - C-State records are now managed on a weekly basis from 1 (With
gi © outcomes/experience and financial implications for the Trust as | ] progressed. § 01/04/2019 with all the historic episodes validated and actioned as | Actions)
S Q i results in 52 weeks breaches. | leted with ¢ [ ' Rachel ' | appropriate. 3
IR : ; | 3. training lcor;]np eted wit b competency assessment for operational © o~ | process to be reviewed in 6 months time (Target date: 28/11/2019)
§§ . There is a risk delay in treatment for individual patients due to the | teams involved in RTT pathway management ‘ |
] © lack of assurance of the 18 week data quality process which will | | 4. ongoing audit and RCA process to learn and provide assurance
§ : result in poor patient outcome and financial implications for the | ]
; : . trust as a result of 52 week breaches 3 : ; ] ‘ ] ‘
2 Estates & iMMH Project There is a risk that the procurement process for the replacement 1. procurement process complies with statutory regulations and Alan 322/08/20193 2x4=8 1. Maintain oversight of approval process for FBC to ensure that July 2019 2x4=8 Quarterly ﬁLive
i New ‘ + financier and contractor does not result in a compliant bid in 2019 implemented with commercial and legal advice Kenny ‘ - deadline for approval is met (Target date: 01/07/2019) ‘ ‘ 1 (With
g Hospital . because of insufficient market availability resulting in Midland McOR——S :Actions),
& & Project . delivery delay beyond 2022 and creating further unsustainable : Toby ‘ 3
=28 ! services ;
™ O ‘ Lewis
Sk ‘
N ‘ ‘ : ‘ ‘ ‘ ‘
3 Medical iMedicaI Director'si There is a risk of Trust non-compliance with some peer review 3x4=12§ 1. Withdrawal of UHB oncologists confirmed, however assurance Jennifer : 18/09/2019 1x4=4 = 1. Now being monitored. Individual incidents will be reported and foIIowed‘ 1x4= 4 Bi-Monthly iLive
:Director : Office (C) . standards and impact on effectiveness of tumour site MDTs due tg | given around attendance at MDT meetings. Gaps remain due to : Donovan - up with appropriate risk assessment review if realised. (Target date: :(Monit
g  Office ‘ - withdrawal of UHB consultant oncologists, which may lead to Iack | simultaneous MDT meetings. L - 20/12/2019) or)
3 % . of oncologist attendance at MDTs ' 2. Oncology recruitment ongoing. | David | ;
pi=¥ ] ; Carruthe;
8 : Is : | ]
4 Medical ﬁMedicaI Director‘sﬁ There is a risk that results not being seen and acknowledged by 1. There is results acknowledgment available in CDA only for certain : David 28/08/2019 3x4= 12 1. To review and update Management of Clinical Diagnostic Tests (Target 1x5=5 Quarterly ﬁLive
: Director : Office (C) - individual clinicians due to process and system issues will lead to types of investigation. 3Carruthe | date: 01/03/2020) : : - (With
[oN - . . : : H . | : -
o~ B Office - patients having treatment delayed or omitted. 2. Results acknowledgement is routinely monitored and shows a ... . | 2. Implementation of EPR in order to allow single point of access for results §Act|ons)
D g range of compliance from very poor, in emergency areas, to good in : David | and audit (Target date: 01/03/2020) ‘ :
N outpatient areas. : Carruthe ; ]
Q0 | | |
& 3. Policy: Validation Of Imaging Results That Require Skilled rs
§ Interpretation Policy SWBH/Pt Care/025
4. Clinical staff are require to keep HCR up to date - Actions related
§ to results are updated in HCR
? : ‘ 5. SOP - Results from Pathology by Telephone (attached) ‘ ‘ : i ‘
5 Strategy & Informatics (C) There is a risk that IT infrastructure service provision is inadequat@yG=¥AR 1. 24/7 on call IT support in place but with variable skills and Martin 26/09/2019 2x4=8 1. The work to fill the third line team needs to continue. 2x4=8 Quarterly ﬁLive
:Governan : . Trust-wide, caused by the insufficient 24/7 workforce resilience, competence . Sadler : : : (With
[eN . . H H H . . : -
o E)nce | skills and change governance processes, whlch_ results in planne_d 2. change control processes documented is now established and | - We need offers out by the end of September. (Target date: 29/10/2019) ﬁActlons)
=] S - and unplanned changes being made to the IT infrastructure leadin understanding of the need for compliance and adherence to this is : Rachel : ‘
® 8 L to loss of IT service provision to run clinical and non clinical servicg accepted and understood by all members of the Informatics team  Barlow -
= . safely and effectivel : ‘
X 3 y y 3. There is now an established Change Control and approval system.i
All proposed changes to the infrastructure are logged and approved
by the IT Change Management Group. ‘
Some trusted changes are pre-approved by the IT Change
management group.
Changes are logged for request, approval and completion.
The IT change management group meets weekly and approves
emergency changes outside of this occurrence but within the
procedure.
4. We have reviewed who has access to make changes to
infrastructure and we have removed access from some individuals. '
5. We have introduced a monitoring tool that gives us early warnlng
of potential issues.
: : : The tool is PRTG. This monitors the network and other systems : : : : : :
6 Strategy & Informatics (C) There is a risk a breach of patient or staff confidentiality caused byW/SZEkKE 1. Prioritised and protected investment for security infrastructure Martin 323/08/2019 ZYCEHN 1. Conduct a review of staff training (Target date: 31/03/2020) 2x4=8 Quarterly iLive
o Governan cyber attaok could re_sult in loss of data and/or serious disruption via Infrastructure Stabilisation approved Business Case . Sadler 2. Hold cyber security business continuity rehearsal. : : E(Wi.th
. §§ce | the operational running of the Trust. 2. Annual Cyber Security Assessment §Act|ons)
NIt ‘ 3. Monthly security reporting by Informatics Third Line Manager Martin 1. Agree scope with Emergency Planning Lead ‘
<3 Sadler 2. Plan and hold rehearsal
) 3. Review lessons learned (Target date: 31/07/2020)
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© compromised patient safety .

3. ongoing acoustic monitoring to identify times when noise level
exceeds agreed limit

4. Nitric oxide storage identified - on d14 with spare cylinders in
windmill theatres

5. 2 transport incubators in full commission :
6. Decontamination storage identified D14 & drying cabinet ordered:
7. Milk Kitchen identified in ward kitchen area :
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‘ - 1. Trust Business Continuity plans : 1. Upgrade servers from version 2003. (Target date: 15/03/2020) ‘
. 2. CareCERT NHS wide and Trust specific alerting received from NHS - 2. Implement security controls (VLAN, IPSEC) to stop access to and from
§ . Digital 1 - restricted devices. (Target date: 31/03/2020)
7. Strategy &:Informatics (C) = There is a risk that the technical infrastructure, Trust-wide is not L. IT infrastructure plan is documented and reports to CLE through | Martin 26/09/2019{8x4=12| 1. Upgrade and replace out of date systems. - 2x4=8 : Quarterly :Live
:Governan : - robust nor subject to compliance against formal technical the Digital Committee ( but has slippage on delivery dates) Sadler : | | : : (With
g ice | | architecture and is therefore suboptimal. Combined with areas of [l | | We have spares and contracts for our older systems. (Target date: i Actions)
S g . legacy technology currently without a full plan to update or ! Rachel | 31/03/2020) 3
o s -~ replace, there is an impact of loss of IT provision to run clinical ang . Barlow : | 2. With industry expertise advise fully document technical architecture
=i © non clinical services safely and effectively. : : | (Target date: 20/12/2019)
! | 3. Document a robust IT infrastructure plan with well defined scope,
| | delivery milestones and measurable outcomes signed off via digital
§ 1 ‘ 1 1 ; | committee (Target date: 31/10/2019) 1 | ‘
8. Strategy & Informatics (C)  : There is a risk of delay to a trust wide implementation of a new 1. Recruitment of suitably skilled specialist resources for EPR - Martin 26/09/2019 3x4=12 - 2x4=8 . Monthly :Live
:Governan : . EPR, due to insufficient IT infrastructure or delay in meeting Programme and Infrastructure stabilisation and embed effective Sadler 3 1 : : - (With
g ice | gateway criteria to proceed to go live on time, which would result leadership for implementation iActions)
S S -~ in quality, financial and reputational risks. 2. Delivery risk partially shared with supplier through contract | Rachel : |
N | . .
gg 3. Project prioritised by Trust Board, MPA and group leadership § Barlow :
N 4. Project governance including Unity implementation committee,
§ integrated governance in place. weekly reporting by exception to
i the major projects authority
5. Focus on defining resources to deliver the implementation
] including business change, training and champions.
6. SRO role with CEO. :
7. IT infrastructure review in train to stabilise infrastructure and user
§ experience before go live :
: : 8. financial review in train to mitigate project overspend 3 3 ] 3 3 ‘
9 Strategy & Informatics (C) There is a risk that air conditioning will fail in the computer rooms SR 1. Jacarta costs provided to IT Mick 326/09/2019 IYZEHGE 1. Installation of second supply to DGM building in 2019/20 - £50K (Target 2x2=4 Quarterly iLive
:Governan : . data centre, that other adverse conditions will impact the Dodd date: 01/04/2020) : : - (With
o : : : .
o ot - performance of the computer rooms.  EASS—— 2. Installation of a second supply at SGH - £40K by 2020 (Target date: §Act|ons)
ERN : _ 01/11/2019) ‘
Pl . Any damage to the computer rooms could lead to a catastrophic |
§§ . failure with no way of recovering.
10.§Women & ﬁLabour Ward There is a risk of financial deficit due to the unpredictable birth 1. Maximisation of tariff income through robust electronic data Helen 318/09/20193 3x4=12§ 1. Options for management of maternity pathways payment between 2x4=8 Quarterly ﬁLive
:Child - activity and the impact of cross charging from other providers capture. Robust validation of cross charges from secondary Hurst | | primary and secondary provider for AN/PN care in progress by the Finance : (With
g iHealth | against the AN / PN tariff. providers. | | Director - with cross provider SLA planned. Risk proposed for removal from | | Actions)
— 1 ! Rachel | TRR when 2016-17 SLA is signed. (Target date: 30/09/2019) 1 3
N Bl . . |
ARE . Barlow
(o3 | |
©! : : : : | | :
11.:Women & :Lyndon Ground : Children-Young people with mental health conditions are being 1. Mental health agency nursing staff utilised to provide care 1:1  : Rajesh :18/09/2019NCERI;] Quarterly :Live
i Child ‘ | admitted to the iatri i ilities| ot i : o 3 3 3 i
o : paediatric ward due to lack of Tier 4 bed facilities 2. All admissions monitored for internal and external monitoring Pandey : 3(M°”'t
=5 Health . Therefore therapeutic care is compromised and there can be an purposes. T Lor)
© . impact on other children and parents. . : : 3
8 s P P 3. Awareness training for Trust staff to support management of : Raclhel :
S patients is in place . Barlow :
— . . L . : :
3 ‘ ‘ 4. Children are managed in a peadiatric environment. : :
12.§Women & ﬁNeonataI Unit There is a risk that neonatal care & treatment may be affected dug¥&EFAN 1. Regular meetings with MMH project team Helen 319/09/2019 3x5=15 Monthly ﬁLive
;Child . to the relocation of the neonatal unit to D16 whilst extension & 2. Gases & Vacuum requirements confirmed on D16 Hurst : “(With
:Health : remedial works are being undertaken to existing unit , resulting in

iActions)
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1. waste location & flow identified

2. Digilock set to identified numbers - (airlock procedure in place) to
. mitigate no baby tagging system during decant 1

3. M1 milk fridge & freezer location identified
4. securing medication trolley on M1 for neonates

- 5. Bed layout design & bed head elevations signed off. Pendant
- layout & design completed

6. Communication with transport - 2 ambulances arranged for the
. move date

© 7. Location for decontamination of ambulance agreed
8. Regular porters assigned in hours to assist

- 9. discussion with relevant specialities

10. neonatal network informed

- 11. communication with all local units

A Trust Board Level Risk Register



